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Security Policy Statement

Government Technical Services Corporation holds CMMC Level 2 certification for its controlled
unclassified information enclave, and our operations are built around established security
principles and procedures. Within our partnerships with both internal and external clients, we
have incorporated these principles and procedures by:

e |Implementing compliance and reporting methods to align with all relevant laws,
regulations and industry standards for information security requirements.

e Incorporating secure applications, proper handling of sensitive data and
authorization policies.

e Requiring adherence to information security compliance requirements, guidelines
and processes and adhering to a high standard of competence, professionalism
and integrity for all information security-related activities.

e |mplementing and continually fostering a culture of information security and data
protection through training and awareness.

e |dentifying, responding to and reporting information security incidents, including
notification to our customers and government stakeholders within the time frames
our contracts require.

e Extending our information security expectations to the suppliers and external
providers who support our delivery and evaluating their security practices as part
of how we select and manage them.

e Continuously improving and refining our security measures based on incident
learning and industry best practices.

e Our Enterprise Security Council sets and reviews GTSC's information security
objectives and oversees the performance of our information security management
system.
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Generative Al Security Use Statement

In alignment with GTSC's information security principles and consistent with GTSC's Generative
Al Use Policy and Al tool governance requirements, GTSC incorporates the secure and
responsible use of generative artificial intelligence (GenAl) technologies by:

e Permitting the use of GTSC-approved GenAl tools for authorized business purposes
while ensuring compliance with applicable laws, contractual obligations and
information security requirements.

e Applying security controls to GenAl use in support of GTSC business, regardless of
whether the technology is hosted on GTSC-managed infrastructure or third-party
cloud services and regardless of the device used.

e Protecting sensitive and proprietary information by restricting business use of GenAl
to GTSC-approved, enterprise-governed Al tools that maintain GTSC data
protections.

e Requiring employees to maintain a reasonable understanding of GenAl tool
capabilities, limitations and risks, including potential impacts to data protection,
accuracy and ethical use.

e Ensuring that human judgment and accountability remain integral to decision-making
processes when GenAl tools are used for analysis, recommendations, automation or
decision support.

e Retaining the right to monitor GenAl use to ensure alignment with GTSC security
policies, acceptable use requirements and federal contract obligations.

*This document supersedes Security Policy Statement — GTSC-RD-002Q.
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